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Abstract—Various steganographic methods are used to 

hide information. Some of them allow you to reliably 

hide the fact of storage and transmission of information 

data. This paper analysis the methods of technical 

steganography that are based on hiding information 

messages into the structure of the FAT file system by 

reordering particular clusters of specially selected files 

(cover files). These methods allow you to reliably hide 

information in the file system structure, while redundancy 

is not explicitly entered anywhere. This means that the 

hidden information is not explicitly contained in the 

service fields or individual clusters of the file system, the 
size of the data stored on the physical storage medium 

does not change. Such steganographic systems are very 

difficult to detect, it is almost impossible to identify the 

fact of hiding information by traditional methods. The 

steganographic analysis technique based on the study of 

file system properties was developed. In particular, we 

analyzed the fragmentation of various files stored on a 

physical medium, and examine the statistical properties 

of various types, sizes and uses of files. Identification of 

anomalous properties may indicate a possible reordering 

of clusters of individual files, i.e. this will detect hidden 
information. The study of these principles is important for 

a better understanding of the design and counteraction of 

steganographic systems based on the methods of 

reordering clusters of cover files in the structure of the 

FAT. Thus, this article substantiates new approaches to 

steganoanalysis of cluster file systems for information 

hidingю. They are based on a statistical analysis of file 

systems of various data carriers, as well as an assessment 

of the fragmentation level of both individual files and the 

entire file system.  

 

Index Terms—Hidden Information, File System, File 
Allocation Table, cover files, Steganographic Analysis 

Technique. 

 

I.  INTRODUCTION 

The development of information technology and, 

above all, global telecommunication networks has led to 

the emergence of new information services, which greatly 

expanded the scope and scope of the use of computing. 

Modern Internet technologies are used in electronic 

commerce and for the provision of administrative and 

banking services, management of complex industrial 

facilities, transport and energy systems, and much more 

[1-6]. However, the widespread computerization also 

leads to the emergence of new threats and risks of 

information and cybersecurity. In particular, new 

technologies have appeared, when through malicious 

active actions hackers can disrupt the correct functioning 

or completely destroy the elements of the information 

infrastructure [7, 8]. This inevitably leads to significant 

financial and material losses, and also reduces the 
effectiveness of the information services provided. 

Consequently, conducting proactive research on new 

technologies and techniques for protecting the 

information space is an urgent and important scientific 

task.  

Among the new computer technologies for information 

protection, it should be noted the steganographic 

techniques of data hiding, which can be used to 

seamlessly transmit informational messages [9-12]. 

Unlike cryptography, steganographic techniques hide the 

fact of the existence of informational messages, and this 
is potentially preferable in a number of practically 

important applications. 

In the papers [13-17] describe methods for hiding 

information in cluster file systems. They use reordering 

of clusters of cover files, which increases a level of 

fragmentation. Such methods allow the hidden storage 

and transmission of information using media with a 

specific file system. In most cases, these are FAT file 

systems. Using standard flash drives, you can hide about 

10 MB of information, and using PC drives you can hide 

up to 10 times as much. But it is necessary to determine 

how much information can be transferred without the risk 
of disclosure of hidden information. Therefore, the 

purpose of the article is to investigate possible directions 

for the stegano-analysis of cluster file steganographic 

systems, to substantiate practical recommendations for 

their application. Whereas hiding information is about 

mixing clusters in the cover files the article investigates 

various properties of file systems, in particular, the level 

of fragmentation of cover files provides 

recommendations on the use of methods of hiding 

information in the structure of the FAT file system. 
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II.  LITERATURE REVIEW 

A.  Description of the file system of the FAT family 

Disk file systems are stream-oriented. Files in stream-

oriented file systems are represented by a sequence of 

bytes, often providing functions such as recording, data 

modification, reading, and access to data. The most 

common modern stream-oriented file systems are the File 

Allocation Table (FAT) used in moving storage devices 

(USB flash devices) and the New Technology File 

System (NTFS). In view of the full openness of the file 

system specification, only the FAT cluster file system 
family is considered in this work. 

The FAT structure consists of [18, 19]: 

 

 the boot sector; 

 two copies the File Allocation Table; 

 the section of metadata files; 

 the data files. 

 

The boot sector is located at the beginning of the disk 

partition with the FAT file system. It is required to 

initialize the storage device. It also contains information 
about the settings of this file system. 

File Allocation Table is intended to indicate file 

clusters. The entire data area is divided into clusters - 

blocks whose size is specified when formatting a disk. 

Each file and directory are occupied by one or more 

clusters. Thus, cluster chains are formed. In the file 

allocation table, each cluster is marked in a special way. 

The size of the label in bits for each cluster is specified in 

the file system name. For example, for the FAT16 file 

system, the tag size will be 16 bits. There are three types 

of labels for clusters in total: 
 

 free cluster - a cluster that can store new files and 

directories. 

 busy cluster - the index indicates the next cluster 

in the chain. If the cluster chain ends, the cluster is 

marked with a special index. 

 BAD block - cluster with access errors. Indicated 

by the formatting of the disk, which would 

exclude further access to it. 

 

Damage to the file allocation table completely destroys 
the structure of the file system, so two copies of the table 

are always stored on the disk. 

The section of metadata files - a section of data that is 

placed immediately after the last FAT table. The FAT 

directory is a regular file marked with a special attribute. 

The data (content) of such a file in any version of FAT is 

a chain of 32-byte file records (directory notices). A 

directory cannot contain two files with the same name. If 

a disk scanner detects an artificially created pair of files 

with the same name in one directory, one of them is 

renamed. 

 
 

 

The root directory is the disk area where the root 

directory and child folders information are located. In 

FAT32 and above, the size of the root directory is 

unlimited, since the root directory is the same file that can 

be resized. Unlike FAT16, where there can be no more 

than 512 files and subfolders since the root directory has 

a fixed size in clusters.  

The advantage of the FAT file system is its ease of 

implementation and maximum distribution. There is a 

large amount of open documentation for this file system, 

as opposed to proprietary (closed) file systems. 

B.  Hiding Information in the Structure of the File System 

The simplest methods for hiding information in the 

structure of file systems are discussed in [20, 21]. These 

methods use free clusters (or service data fields) to hidе 

information, but this method is unreliable in terms of 

information confidentiality.  

Other methods, such as [13-17], are based on the use of 

cover files and the hiding of information by intermixing 

files, that is, changing the relative positions of clusters of 

several covering files relative to each other.  

The basic method [13, 17] uses mixing clusters of 
cover files in an appropriate queue with respect to 

clusters of another cover file. In each cluster of cover 

files 
2log p m  information bits can be hidden. Where 

p  is the number of cover files. 

The modified method [16, 17] uses reordering of cover 

file clusters in an appropriate queue with respect to 

clusters of another cover file and clusters within a single 

file. The modification concerns the ordering of the cluster 

order not only in the FAT table but also the order within 

the cluster chain of the given cover file. Unlike the 

method [13, 14], this method allows increasing the 

hidden information by one bit per cluster, using the same 
values of setting parameters. In the first step, clustering 

should be done as a basic method. The next step is to mix 

the clusters within the cluster chains of each cover file. 

Comparing these methods, it can be argued that with 

increasing computational complexity and fragmentation 

level, more bandwidth can be achieved approximately 

twice. The modified method was implemented 

programmatically, experimental researches were 
conducted on its effectiveness. In Figures 1, 2 the results 

of the comparative analysis of the volume of embedded 

data by basic and modified methods are given [17]. 

 

 

Fig.1. The size of the hidden message depends on the size of the cluster
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Fig.2. The dependence of the size of the hidden message on the  

number of cover files 

In Fig. 1 shows the dependence of the maximum size 
of hidden information on the size of clusters of cover files. 

You can clearly see the advantage of double the 

bandwidth of an organized quilting channel. In Fig. 2 

shows the dependence of the size of the hidden message 

on the number of roof files. 

Comparing the results, it can be argued that with equal 

input parameters, the modified method allows hiding the 

information message is twice the size than the basic 
method. But the main advantage of the modified method 

is the ability to use only one cover file to hide 

information, unlike the basic method. Concluding in 

comparison of both methods, we can say that: 

 

 the size of the hidden message depends directly on 

the number of clusters of the cover file; 

 the size of the hidden message is inversely related 
to the size of the file system cluster; 

 the modified method allows you to hide twice as 

many messages, with the same setting parameters. 

 

Thus, it is advisable to use both methods for hiding 

information in the file system structure. The choice of the 

hiding method depends on: the availability of time to hide 

and remove the message; availability of computing 
resources; method input parameters (message size and 

structure, number and size of cover files).  

 

III.  DETECTING HIDDEN INFORMATION IN THE FILE 

SYSTEM STRUCTURE 

In order to detect hidden information in the file system 

structure, it is necessary to analyze and detect some 

deviations from the standard operation of the file system. 

Because message hiding methods change the structural 

fields of the file system, detecting them will be to find the 

anomalous values of the structure. For example: for 
detecting hidden information in reserved sectors is to 

search for any information values other than zero; 

detecting hidden information in higher quartets of free 

cluster pointers in FAT tables is to search for any 

information values other than those specified in the 

specification; and so, on 

So, detection is to compare the file system structure 

with the hidden information with the file system structure 

specified in the specification. We will assume that 

steganographic methods for which some differences have 

been identified, are unstable for detection. 

The methods described in Section 3 use a special 

sequence of file clusters, which is a normal operation of 

the file system. Therefore, it is extremely difficult to 

detect hiding an information message with simple 

algorithms. For this purpose, it is necessary to analyze the 

level of fragmentation of data and, taking into account the 

obtained results, to compare them with some "standard" 

properties inherent in file systems without hidden 

information. 

The general scheme for detecting embedded 
information can be represented by the following steps. 

A.  The stage of collecting and summarizing the source 

data 

At this stage, it is necessary to determine the 

application area of use of the storage medium and the 

type of file system, to designate the most likely 

applications, services and/or services implemented using 

them. For example, the medium (or its separate volume) 

can be used as the main system partition of the operating 

system, or as a storage of multimedia files, or, for 

example, for storing files of a distributed database, etc. 
Each application has its own specificity, which is 

expressed in the prevailing types of files, their sizes, level 

of fragmentation, etc. In addition, the implemented 

services and services also have a significant impact on the 

statistics of data stored on physical media. For example, 

the distribution of clusters on the media used to maintain 

the health of the mail server will differ significantly from 

the distribution of clusters of multimedia services or 

online streaming platforms. 

The result of this stage is the classification of various 

situations of using data carriers and file systems by types, 
classes or other gradations. 

B.  The stage of statistical analysis and generalization of 

the data  

At this stage, it is necessary to collect statistics on the 

characteristics of media and file systems for specific 

source data (for a specific typical situation introduced in 

the first stage). For example, if a suspicious medium 

(with possible hidden messages) is used in an educational 

environment (as a physical data medium in a classroom), 

then statistics should be collected for all such accessible 

media. 

For such studies, on the one hand, the mass character is 
needed (to ensure the required accuracy and reliability of 

the research results), and on the other hand, caution and 

accuracy are necessary so that carriers that are not used in 

the selected typical situation are not included in the 

statistical sample. 

The result of this stage is a set of typical characteristics 

both in terms of the fragmentation level of the file system 

and in the individual parameters of various files (their 

size, fragmentation, frequency of overwriting, etc.). All 

collected data is used hereinafter as reference 

characteristics showing a typical distribution for a given 
source data. 
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C.  The stage of analysis and comparison with the 

reference characteristics 

At this stage, the suspicious medium (with possible 

hidden messages) is analyzed according to the 

characteristics entered in the second stage (the level of 

fragmentation of the file system and individual file 

characteristics). The data obtained are compared with the 

reference, i.e. with typical characteristics for a given 

source data. The convergence of the analyzed data can be 

estimated in various ways, for example, using statistical 

criteria of agreement. 
The result of this step is the assessment (qualitative 

and/or quantitative) of the convergence of the reference 

data with the characteristics of the suspicious carrier. 

D.  Decision-making stage  

At this final stage, a decision is made about the 

presence or absence of hidden data in a suspicious 

medium (with possible hidden messages). Decision 

making can be carried out according to various rules and 

criteria. For example, if a large number of empirical 

observations are collected at the second stage, then the 

decision-making process can be automated. For this, for 
example, statistical consent criteria can be used. If 

empirical observations are not enough, or, for example, if 

the statistical criteria for agreement do not provide 

acceptable accuracy, then additional experts in 

steganographic analysis must be involved to make a 

decision. 

Thus, this article develops the technology of 

steganographic analysis, which is based on a statistical 

study of various physical media and file systems in 

typical application areas and situations.  

The main indicator in conducting statistical studies is 
the level of fragmentation. This article presents the results 

of sample statistical studies of various media and file 

systems used in the educational environment (as a 

physical data carrier in the classroom). These results can 

be interpreted as a brief demonstration of the second 

stage (statistical analysis and generalization of the 

obtained data) of the general scheme for detecting 

embedded information. 

 

IV.  EXPERIMENTAL RESEARCHES OF FILE SYSTEM 

FRAGMENTATION 

A.  Fragmentation Score 

In information technology, fragmentation is the 

division of something into many small, fragmented 

fragments [22, 23]. A significant level of fragmentation 

adversely affects the capabilities of the file system and 

the storage media [23, 24]: 

 

 increases the amount of movement of the read 

head, which in turn reduces the bandwidth; 

 reduces the shelf life of the storage medium; 

 on certain file systems (unlike FAT), it is not 

possible to write data to fragmented areas, even 

though the total free space satisfies the necessary 

conditions. 

 

To reduce the level of fragmentation, use the reverse 

process to fragmentation - defragmentation [19-25]. This 

is an artificially created process, the essence of which is 

to move the data files one by one. 

In general, the level of fragmentation increases with 

multi-threaded work with the file system. That is, the 

level of fragmentation can increase at [25]: 

 

 operating system; 

 processes that modify or delete data from the file 

system; 

 copying files from one storage medium to another; 

 downloading data over the internet. 

 

Separate file system fragmentation is the inability of 

the file system to place related data sequentially 

(continuously). This phenomenon is inherent in file 

systems for storing data that allow direct modification of 

data [23]. That is, for example, the file system has the 
required number of free clusters, but these clusters are 

disjointed, as shown in Figure 3. 

Also separately distinguish data fragmentation - the 

level of fragmentation of the sequence of clusters of one 

file, that is, the greater the level of fragmentation, the 

farther away from the adjacent clusters of the same file. 

For example, Figure 4 shows the fragmentation of 

different files, which shows different cases of alternating 

individual file clusters A and B. 

To formally evaluate the fragmentation level of an 

individual file, we introduce a quantitative indicator 
AF , 

which will be calculated using pseudocode (see Fig. 5). 

The figure shows: 

 

 А – is the designation of a file of a certain length 

with the appropriate cluster chain; 

 cluster - indicates the cluster index in the FAT 
table; 

 fragmentation - the value of the fragmentation 

index (the initial value is 1, since each file 

contains at least one fragment). 

 

Thus, the fragmentation index AF  is calculated as 

follows: if the number of the current cluster differs from 

the number of the previous cluster by more than 1 then 

we increase the level of fragmentation by one (since the 

file clusters can be placed in the opposite direction, the 

absolute difference of the numbers must be estimated). So, 

in fact, metric AF  determines the number of individual 

fragments for file А in the sequential record of the file 

system cluster chain. 

 

 

Fig.3. Data fragmentation 
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Fig.4. Pseudocode finding the level of fragmentation 

 

Fig.5. File system fragmentation 

The metric 
AF  entered allows you to quantify the 

fragmentation level of individual files. Based on the 

assumption that the fragmentation is uniform, the value of 

this metric for different files should be approximately the 

same. Therefore, fragmentation studies of the file system 

and a 
AF  score for each file can provide a criterion (rule) 

for detecting steganographic hiding: if the value of 
AF  

for certain files is significantly different from the median 

for all files of the fragmentation, then we will assume that 

there is a hiding information. 

It should be noted that metric 
AF  gives the absolute 

value of fragmentation, which will directly depend on the 
total number of clusters in a particular file. Therefore, it 

is advisable to use a normalized indicator to reliably 

detect the hiding of an information message: 

 
~

A

A

А

F
F

n
                                    (1) 

 

where 
An  is the number of clusters in file A. 

Then to detect the fact of concealment we will compare 

the value of 
~

AF  with the average value of 
~

F , which is 

calculated as 

 

1

1 N~ ~

A

i

F F
N 

                               (2) 

 

where N  is the total number of files in the file system. 

Experimental researches of file systems on desktops 

were conducted in order to determine the average values 

of fragmentation. 

B.  Experiment Conditions 

30 computers were used to analyze the fragmentation 

level from the training laboratories of V. N. Karazin 

Kharkiv National University, which contains system 

volume "C" with Windows 7 installed, volume to store 

other "D" information. Also analyzed are flash drives, 

conventionally labeled as volume - "F". Preliminary 

defragmentation was performed 7 - 14 days before the 

results were obtained. The results were obtained by the 

Auslogics Disk Defrag (www.auslogics.com). 

The results (Figure 6) of Auslogics Disk Defrag are 

presented as tables with the specified data for each 

fragmented file: number of fragments, file size, name, 

and file type. To analyze the results of Auslogics Disk 

Defrag, a software implementation of the automatic 

calculation of the necessary data was created, namely the 

following dependencies:  

 

 the number of files from the fragmentation level; 

 the number of files from the specific fragmentation 

level; 

 the number of fragments per file type 

(.log, .doc, .exe). 

 

The repository with the program code and analysis 

results are located at «https://github.com/Shekhanin 

Kyryl/ausdiskdefrag-parser». You can get file system 

snapshots and do test studies use this link. The 

reproducibility and repeatability of the results of 
independent studies confirm their reliability and 

adequacy. 

The dependency of the number of files on the 

fragmentation level indicates how many files in the file 

system contain a certain number of fragments. This result 

will allow you to determine the optimal parameters for 

methods of hiding information: the number of cover files, 

the maximum permissible size of the steganogram. 

 

 

Fig.6. An example of submitting data to Auslogics Disk Defrag 

The dependency of the number of files on the specific 

fragmentation level indicates how many files with the 

specified fragmentation level. This result will determine 
how much the fragmentation level depends on the file 

size. 

Depending on the number of fragments per file type, it 

will be possible to analyze how much the fragmentation 

level depends on the file type, that is, how the file is used 

by the file system. 

The following are the results of the analysis of file 

systems, volumes "C" and "D", according to the three 

indicators mentioned above.  

C.  The results of experimental studies 

Analyzing system volume "C" (Table 1), it can be 
argued that fragmentation is an inevitable result of the 

operating system. The operating system currently 

accesses the file system for writing and reading data, 

resulting in a large number of fragmented files. 
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Table 1. Type Sizes for Camera-Ready Papers 

Num fragments Num files Num fragments Num files 

2 6223 19 8 

3 2196 20 8 

4 985 21 6 

5 525 22 10 

6 278 23 3 

7 152 24 4 

8 102 25 4 

9 79 26 7 

10 54 27 7 

11 49 28 2 

12 51 29 4 

13 38 30 6 

14 26 31 7 

15 24 32 5 

16 21 33 2 

17 25 34 3 

18 9 … … 

 

Analyzing Figure 7, which shows the corresponding 

histogram, it can be argued that fragmentation is 
inversely dependent on the number of files. 

Analyzing the average number of files with the 

appropriate fragmentation level, we can say that the 

fragmentation level of the system volume "C" is such that 

there is at least one file with the fragmentation level 13. 

As shown in Table 2 and Figure 8. 

Specific fragmentation is the level of fragmentation per 

file cluster defined by formula (1). The size of the file is 

calculated by the amount of occupied space in the clusters, 

with rounding to a larger whole (as required by the 

specification of the file system, since a not fully occupied 
cluster is considered occupied).  

 

 

Fig.7. Total number of files with the appropriate fragmentation  

level at "C" 

 

Fig.8. Average number of files with the appropriate fragmentation  

level at "C" 

 

Analysis of the total number of files from the specific 

fragmentation level indicates that, in the file system (Fig. 

9 and Table 3) the most common files are with small 

fragmentation ( 0 01
~

AF , ), or with 100% specific 

fragmentation. But most often, these files are 2 clusters in 

size and have a fragmentation level of 2. The dependence 
of the fragmentation level on the file size is tracked and It 

has an inverse relation. But there are also anomalous 

values.  

Table 2. Average number of files with the appropriate fragmentation 
level at "C" 

Num fragments Num files Num fragments Num files 

2 214,5862069 8 3,517241379 

3 75,72413793 9 2,724137931 

4 33,96551724 10 1,862068966 

5 18,10344828 11 1,689655172 

6 9,586206897 12 1,75862069 

7 5,24137931 13 1,310344828 

 

 

Fig.9. Average number of files with a specific fragmentation  

level of "C" 

Analysis of the average number of files with the 

appropriate level of specific fragmentation is consistent 

with the results indicated above and are listed in Table 4 

and Figure 10. Analysis of the fragmentation level by file 

type is a prerequisite for a complete analysis of the file 

system. The results are shown in Table 5 and Figure 11. 

To conclude, it should be noted that files with a digital 

type or without type are commonly used by the operating 

system or by certain programs for internal use only. 

Those types are not standardized. 
By analyzing standard file types, you can determine 

which file operations lead to more fragmentation: 

 

 ZIP: The file contains archived data in a concise 

format. Depending on the original size, such data 

may have a considerable archiving time. Thus, 

over time, the next free cluster may become 

occupied with other data, leading to increased 

fragmentation. Also, usually the data is transmitted 

over the network in archived form, and when 

downloading data over the Internet, file 
fragmentation is inevitable. 

 XML: A file containing a dataset for applications, 

including browsers (web pages). This data is 

downloaded along with the html page through the 

network. 

 LOG: A file containing the information generated 

about the performance of certain services, 
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programs, services, or operating system. This file 

is generated all the time the program is running. 

Therefore, writing time to this file may be too high, 

which increases the likelihood of fragmentation. 
 

Table 3. Total number of files with the corresponding specific fragmentation level on system volume "C" 

Specific fragmentation Number of Files Specific fragmentation Number of Files 

0 1801 0,44 13 

0,02 977 0,46 1 

0,04 891 0,5 609 

0,06 1041 0,52 2 

0,08 401 0,54 8 

0,1 339 0,56 20 

0,12 318 0,58 1 

0,14 191 0,6 69 

0,16 176 0,62 12 

0,18 159 0,66 852 

0,2 177 0,68 4 

0,22 111 0,7 9 

0,24 208 0,74 47 

0,26 50 0,78 2 

0,28 162 0,8 31 

0,3 37 0,82 10 

0,32 265 0,84 10 

0,34 7 0,86 3 

0,36 92 0,9 3 

0,38 2 0,92 1 

0,4 360 0,94 1 

0,42 87 1 1391 

Table 4. The average number of files with the corresponding specific fragmentation level on system volume "C" 

Specific fragmentation Number of Files Specific fragmentation Number of Files 

0 62,10344828 0,44 0,448275862 

0,02 33,68965517 0,46 0,034482759 

0,04 30,72413793 0,5 21 

0,06 35,89655172 0,52 0,068965517 

0,08 13,82758621 0,54 0,275862069 

0,1 11,68965517 0,56 0,689655172 

0,12 10,96551724 0,58 0,034482759 

0,14 6,586206897 0,6 2,379310345 

0,16 6,068965517 0,62 0,413793103 

0,18 5,482758621 0,66 29,37931034 

0,2 6,103448276 0,68 0,137931034 

0,22 3,827586207 0,7 0,310344828 

0,24 7,172413793 0,74 1,620689655 

0,26 1,724137931 0,78 0,068965517 

0,28 5,586206897 0,8 1,068965517 

0,3 1,275862069 0,82 0,344827586 

0,32 9,137931034 0,84 0,344827586 

0,34 0,24137931 0,86 0,103448276 

0,36 3,172413793 0,9 0,103448276 

0,38 0,068965517 0,92 0,034482759 

0,4 12,4137931 0,94 0,034482759 

0,42 3 1 47,96551724 

 

 

 

 

 

 

 

 

 

 

 



40 Detecting Hidden Information in FAT  

Copyright © 2020 MECS                                                I.J. Computer Network and Information Security, 2020, 3, 33-43 

 

Fig.10. Total number of files with a specific fragmentation level of "C" 

Table 5. 20 File Types with the most Fragmentation level  
in System Volume C 

Type of file 
Fragmentation level 

Min Avg Max 

79 11 255,7143 768 

ZIP 2 94,07143 670 

XML 2 37,84375 7364 

VDM 2 36,46154 578 

7C 2 25,6 103 

LOG 2 20,57759 3240 

CACHE 2 19,05882 177 

BIN 2 13,625 539 

83 2 10,5 25 

EDB 2 9,136364 59 

INDEX 2 8,822581 196 

CAB 2 8,6875 39 

EXE 2 8,052632 130 

DAT 2 7,923469 423 

INI 2 7,342105 31 

DLL 2 6,716216 281 

PDB 2 6,571429 26 

1 2 6,096774 19 

7 2 6 8 

TTF 2 5,933333 32 

 

 

Fig.11. 20 file types with the highest level of fragmentation 

Thus, the operation of the operating system leads to 

fragmentation inevitably. Files without a standard type 
(system files) are the most fragmented. Regarding 

standard types, it can say that these are files that: 

 

 they are recorded over time, so other data may 

take up the next cluster (ZIP, LOG, CACHE); 

 downloaded over the Internet (XML, INI, DLL, 

ZIP). 

 

Analyzing information volume "D", table 6, it can be 

argued that fragmentation is an inevitable result of 

multithreaded file system access. This is mostly achieved 

by user requests. For example, a user can simultaneously: 

 

 run a process that creates log files; 

 download files over the Internet; 

 edit documents. 
 

The simultaneous implementation of such actions 

increases the level of fragmentation. 

In general, the fragmentation level of "D" has the same 

dependency as the system volume "C", but the 

fragmentation level of each file is less. This is due to the 

fact that the fragmentation in the "D" is mostly caused by 

the user and some programs, but not the operating system. 

Table 6. Total number of files with appropriate fragmentation  

level on "D" 

Num fragments Num files 

2 193 

3 89 

4 56 

5 40 

6 26 

7 20 

8 9 

9 5 

10 6 

11 7 

12 2 

 

 

Fig.12. Total number of files with appropriate fragmentation 

level on "D" 

The result of the fragmentation level analysis based on 

the file type is shown in Table 7, Figure 13. Analyzing 
the result, it can be argued that in the absence of an 

operating system impact on volume "D", the level of 

fragmentation will be minimal. However, there are some 

types of files that have a high level of fragmentation: 

 

 DB is a file with a special structure for storing a 

database. Database work is usually performed on 

one such file over time, which directly results in 

increased fragmentation. 
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Table 7. File types with the level of fragmentation in the system volume "D" 

Type of file 
Fragmentation level 

Min Avg Min 

DB 2 10,71875 28 

IDB 2 7,565217 16 

PDB 2 5,272727 13 

VDI 2 4,5 7 

IPCH 2 3,966667 7 

PCH 2 3,909091 6 

INDEX 2 3,842105 22 

ILK 2 3,7 10 

DAT 2 3,315789 5 

UNDEFINED 2 2,970588 14 

SUO 2 2,833333 5 

OBJ 2 2,611111 5 

TLOG 2 2,388889 3 

RESX 2 2,1 3 

EXE 2 2 2 

CACHE 2 2 2 

 

 

Fig.13. – File types with the level of fragmentation in the system 

volume "D" 

Analyzing the flash drive - "F", you can say that the 

fragmentation of such storage media is minimal, this is 

due to the mode of use of flash drives. For the most part, 

they are only used to store data on them. Thus, it is not 

recommended to use a flash drive for hidden transmission 

of information. 

 

V.  DISCUSSION OF RESULTS 

In this paper describes the steganographic techniques 

to hide information on the structure of the file system 
FAT. A comparative analysis method as the conclusion 

modified method allows you to hide twice more 

information than basic. A method of steganoanalysis to 

detect hidden data is also proposed. The file system 

fragmentation level is estimated: 

 

 system disk C is the most fragmented since the 

continuous operation of the operating system leads 

to an increase in the level of fragmentation; 

 data disk D has less fragmentation and depends on 

user actions and/or third-party programs; 

 Flash drives have a minimal level of fragmentation 
because drives are mostly used for storing and 

transmitting information, not for processing. 

 

Thus, system disk C is more likely to be used to hide 

the message, since it has the maximum number of 

fragmented files. It is necessary to counteract this: 

 

 conduct defragmentation as often as possible; 

 allocate disk space by destination - operating 

system, third-party programs, data storage; 

 delete unnecessary files and programs. 

 

The obtained experimental data can be interpreted as 

the result of the second stage of the general detection 

scheme of embedded information. In particular, the 
obtained average results (with appropriate processing) 

can be used as reference characteristics for the 

subsequent detection of hidden messages. For example, 

Figure 8 shows a graph of the average number of files by 

the level of fragmentation. When normalizing to the total 

number of files and approximating the results, this 

dependence can be used for benchmarking with a 

suspicious medium. Similarly, you can use processed 

(normalized, smoothed by approximation, etc.) results of 

other tables. These studies appear to be the most relevant 

area of our future research.. In addition, interesting in our 

opinion is the imitation of the process of hiding 
information messages with the subsequent attempt to 

deceive the detection system of stegano-messages. 

 

VI.  CONCLUSIONS 

This paper presents the results of an analysis of the 

FAT file system, the results of the fragmentation level 

depend on the size, type, or usage of the file. These 

results will provide further guidance on the input 

parameters of steganographic methods, on the one hand. 

And in the future, they may formulate recommendations 

to counteract the methods described. Understanding these 
principles is important for a greater understanding of the 

de-sign and counteraction of steganographic systems 

based on methods of blending clusters of cover files in 
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the structure of the FAT file system. In particular, this 

work proposes a general scheme for detecting embedded 

information based on statistical studies of file cluster 

information carriers. The experimental results presented 

in the article can be interpreted as the main stage of this 

scheme. The statistical analysis and generalization of the 

obtained data can be used to form reference templates for 

detecting hidden information in cluster file systems. 
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