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Abstract: The smart meter can process sensor data in a residential grid. These sensors transmit different parameters or 

measurement data (index, power, temperature, fluctuation of voltage and electricity, etc.) to the smart meter. All of 

these measurement data can come in different ways at the smart meter. The sensors transmit each measurement data to 

the smart meter. In addition, the collection of this data to a central system is a significant concern to ensure data 

integrity and protect the privacy of residents. The complexity of these data management also lies in their volume, 

frequency, and scheduling. This work presents a scheduling and a collection mechanism in private power consumption 

data between both sensors and smart meters on one hand and between smart meters and the central data collection 

system on other hand. We have found several approaches to intelligent meter data management in scientific researches. 

We propose another approach in response to this concern for the scheduling and collection of measurement data to a 

central system from residential areas of sensors’ network connected to smart meters. This work is also an example of a 

link between data collection and data scheduling in intelligent information management, transmission, and protection. 

We also propose a modeling of the measurement objects of smart grid and highlight the changes made to these objects 

throughout the process of data processing. It should be noted that this smart grid system consists of three main active 

systems namely sensors, smart meters and central system. In addition to these three systems, there are other systems that 

communicate with the smart meters and the central system. We have identified three implementation models for the 

smart metering system. We also present an intelligent architecture based on multi-agent systems for the smart grid. 

Most current electricity management systems are not adapted to the new challenges imposed by social and economic 

development in Africa. The objectives of this study are to initiate the design of a smart grid system for the management 

of electricity data. 

 

Index Terms: Sensor, residential smart grid, smart meter, measurement data, collection mechanism, power 

consumption data, central data collection system, multi-agent system. 

 

1.  Introduction 

There are several data management solutions for intelligent electrical systems, but the design and implementation 

of these solutions remain a well-kept secret by most of the power companies in charge of managing this data. This study 

is an intrusion into the design of these systems in order to make them more affordable. 

The main objective of this study is to present an electricity management system able of collecting electricity 

consumption data, ordering and identifying them from their initial sources. The main expectations are the ability of the 

multi-agent system to facilitate data processing and to guide consumers in reducing their electricity consumption. The 

study does not address the performance of the proposed system but rather focuses on the design of the upstream phases 

facilitating the processing of electricity data. 
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The mechanism for collecting data from the sensors to the central system is to feed the primary database and other 

databases of the actors of the electricity value chain from the customers’ system. This central database initially smaller 

can nevertheless quickly reach a significant size due to the production of other additional data by the central system.   

More generally, we focused this work on certain researches including articles [1, 2] that demonstrate the value of 

collecting data from smart meters in classifying electricity consumers in order to provide them with quality service. The 

interests of these papers have motivated the need to deepen the analysis of ways and means to develop an electricity 

management system based on smart sensors and smart meters. Our work will then consist of the proposal of a multi-

agent system making it possible to expose the concerns related to the management of electricity data accessible from 

smart meters. This work should facilitate the centralization of electricity data and the implementation of data analysis 

with the aim of seeking the results favoring, among other things, the categorization of users for service offers adapted to 

their needs [2]. The article [2], which results will not be treated within the framework of this present paper aroused a 

major interest. This interest will nevertheless make it possible to consider a publication that is interested in or will 

specify the criteria for classifying customers while determining data that allow such categorization.  

Fadi Shrouf and Giovanni Miragliotta show the importance of integrating real-time energy data into production 

management [1]. The change in user behavior, particularly with the awareness of ecological issues, has also led 

decision-makers to prioritize green manufacturing. This is how smart sensors and meters have emerged in industry to 

drive green electricity consumption through the Internet of Things paradigm. This study also examines the critical role 

of real-time data collection for analysis and improving energy-sensitive decision-making. 

Likewise, Alexander Martin Tureczek and Per Sieverts Nielsen provide insight into the classification of consumers 

based on smart meter data through this literature review [2]. 

We aim to highlight the following points throughout this research work: 

 

- Multi-agent presentation of the system; 

- Specific presentation for each agent and interactions between the different agents; 

- The importance and contribution of smart meters; 

- Scheduling and collection of measurement data; 

- Presentation of architecture of the central system. 

 

Smart grids in fact provides an efficient decision support when data collection and analysis are done in real time 

for the entire power system. Sensors and smart meters become necessary for an effective smart grid operation [3]. 

Madeline Martinez-Pabon and al. propose a limited memory algorithm for the limited problems related to the intelligent 

home energy management [4]. Markus Mäsker and al. shows the impact of the change in energy prices in smart grids 

and the interest of this study for data centers [5]. Ilze Laicane, Dagnija Blumberga, Andra Blumberga, Marika Rosa 

highlight the importance of information transmitted by smart meters for energy-saving advice and the contribution of 

this information in reducing peak load [6]. Joshua D. Rhodes and al. present the experimental and data collection 

methods for a large-scale smart grid deployment in Austin, Texas, and provide results based on these [7]. 

The management and analysis of data from conventional meters were already possible for production data after the 

manual collection phase [8]. This approach is however insufficient for the development of an efficient energy policy 

and the optimization of production. The processing and exchange of these data between the different actors go through 

their structuring. Indeed, the adoption of standard formats will promote the interoperability of electrical systems, the 

reuse, the analysis and the aggregation of data. The exchange of data will make a better profit by homogenizing their 

treatments and producing real benefit [9, 10]. 

The data collection mechanism will help to: 

 

- Quickly identify faults more efficiently on the electrical network; 

- Detect fraud or fraud attempts; 

- Create a data analysis center for energy saving and predictive analysis purposes; 

- Transfer the data to the concerned actors; 

- Set up tools for analyzing and visualizing data from electric meters; 

- Facilitate the balancing of consumption and production according to the demand and the constraints of 

electricity production and supply. 

 

This work can also be used to collect a set of information including the state of electrical energy consumed by an 

electric vehicle, a photovoltaic system or stored by a storage battery [11]. 

It is certain that real-time access to electricity data will encourage the development of new opportunities (cross-

referencing data and modern energy services to consumers) [12, 13]. 

https://www.sciencedirect.com/science/article/abs/pii/S0959652615002760#!
https://www.sciencedirect.com/science/article/abs/pii/S0959652615002760#!
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2.  Literature Review 

Analysis of the literature on smart grids related to this paper highlight several areas of interest. We are going to 

present some centers of interest of the present work, which are: 

 

- The studies of the application of algorithms for calculating forecasts to economic issues; 

- The different opportunities and technologies related to electrical smart grid infrastructures; 

- The security of these systems that constitutes an issue of national sovereignty; 

- The management of data from the electrical intelligent systems.  

 

We will also cite throughout this work, various works related to our concerns. 

Among the studies relating to forecasting models, we will cite [14, 15].  [14] is a critical review of the forecasting 

models for renewable energies and electricity applied as an energy-planning tool. This study of forecasting models 

show spatial and temporal approaches applicable to policy and planning objectives for the management of data 

warehouses with higher forecasts thanks to the combination of different models. Rabiya Khalid and al. highlight the role 

of forecasting using data warehouses in modifying electricity consumption patterns from the original price model and in 

responding to electricity prices and incentives [15]. This work proposes a model that predicts electricity consumption 

demands and prices by using several input variables. 

There are also many studies on opportunities and technologies related to smart grids. Géremi Gilson Dranka and 

Paula Ferreira present a billing system that does not meet user expectations due to low deployment of storage 

technologies [16]. The modernization of the electricity system through the implementation of an intelligent electricity 

system is a global trend from which Brazil cannot escape. This study reports on the state of the electrical system in 

Brazil, which is very close to that of Africa. In Brazil as in Africa, the current electrical system requires a change for 

new perspectives. Gerwin Evers and Maryse M. H. Chappin show the level of knowledge sharing on intelligent 

electrical networks and presents four levels of classification of this knowledge: intra-organizational, intra-project, inter-

project and project-external knowledge sharing [17]. M. Ourahou and al. realise an overview of the opportunities for 

smart grid to reduce pollution with renewable energy [18]. This study focuses on the integration of energies in smart 

grids and on control measures that ensure a good continuity of electricity supply. [19] is a survey of different enabling 

technologies used in smart grids as well as future opportunities and perspectives. This study is a guide to the 

deployment of infrastructures in smart grids. 

The security of intelligent electrical networks is one of the concerns raised by the critical nature of the issues 

surrounding this new technological trend and several studies exist on this subject. The vulnerability of smart grid 

security is one of the consequences of the technological and economic revolution brought about by the modernization of 

electricity grids [20]. Sensors have an essential role in smart grids by allowing the detection of failures, reduction of 

damage, adjustment of parameters [21]. Smart grids are very critical and exposed to cyber security attacks. The 

communications systems of these networks can be subject to threats to national security and integrity [22]. The 

vulnerabilities to which smart grids are subject can disrupt public order and cause significant economic loss. 

The design of data management models for intelligent electrical systems is a research concern. We present some 

studies on a subject, which also motivated our research work. This paper [23] shows the big research interest in the 

management, analysis and processing of data from smart meters, particularly with the advent of the Internet of Things 

(IoT) devices, including smart meters and sensors in the smart grid. This study also shows the importance of high 

computational capacity for the performance of processing large data from smart meters. Bassirou Diène and al. present 

data management based on the concept of the Internet of Things [24]. It also highlights the merits of designing data 

management systems with the Internet of Things paradigm, particularly in middleware or architecture-oriented systems. 

[25] explains the difficult task and challenge of collecting abundant data from users' electricity consumption patterns for 

utility companies. This article discusses a method of predicting the consumption of each user within an hour in order to 

reduce the cost of electricity use by end users. We also faced with the problem of data collection, which constitutes an 

important part of our paper. This article [26] is an attempt to adapt capability maturity models (CMMs) to big data 

standards for processing data from smart grids. There are also several approaches to scheduling data from smart grids 

[27, 28]. 

Knowledge about the design of intelligent electrical systems remains largely a black box. It is in particular the 

difficulties linked to this lack of information, which motivated our research towards the proposal of a multi-agent 

system presenting the various components of the intelligent electrical system, as well as answers for scheduling, 

collection and data processing. 

https://www.sciencedirect.com/science/article/pii/S0301421519306202#!
https://www.sciencedirect.com/science/article/pii/S0301421519306202#!
https://www.sciencedirect.com/science/article/abs/pii/S0301421520303190#!
https://www.sciencedirect.com/science/article/abs/pii/S0301421520303190#!
https://www.sciencedirect.com/science/article/pii/S0378475418303045#!
https://www.sciencedirect.com/science/article/abs/pii/S088832701930785X#!
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3.  Problematic 

3.1.  Application context 

Energy is one of the biggest challenges of the African continent and one of the main pillars of its economic growth. 

Population growth and urbanization exploding must go hand in hand with energy production that meets growing 

demand. It is therefore necessary to respond to the challenges linked to the strengthening of the energy supply and the 

quality of electrical energy distribution. These objectives call for an energy mix policy for the diversification of 

production sources [29]. 

The production and management of energy involve research projects on ways and means to fill the energy deficit 

and provide adequate solutions to the implementation of an approach that would use technological advances [30]. More 

and more investments are underway or planned for the production of energy for the electrification of the African 

continent. However, the modernization of electricity networks and its management must follow suit to bring intelligence 

to the traditional process of the functioning of the electricity market. Indeed, the companies supplying electrical energy 

sometimes record significant financial losses due to piracy, notably rigged meters and arrangements with mafia agents. 

Subscribers pay for the financial deficit caused by small and large pirates and in some cases states, electricity suppliers 

and subscribers share the losses. 

Natural gas, geothermal, solar, wind, coal, nuclear, biomass are all sources of energy usable for electrification. 

Ways must, therefore be found to use all these forms of energy for the benefit of African people. The development of 

agriculture, animal husbandry, access to education, and health centers requires a profitable and an efficient supply of 

electricity. Several initiatives are already underway in certain developed countries and, through this research work, we 

wish to analyze the advances already recorded to develop local technologies and to master transfer by developing or at 

least laying the foundations for the design and implementation of a computer system for African countries. The 

automation of operations resulting from the intersection of energy production, supply and billing activities will be the 

key to the implementation of such a computerized energy system. 

3.2.  Issues 

To date, most African utilities operate with traditional metering systems based on metering and set of meters, 

followed by manual data collection and most often physical distribution of bills [31]. 

The insufficiency of this mechanism is intrinsically linked to the mechanical character of the treatment of each 

stage of the energy value chain. The response times of electricity companies are sometimes long, and customers receive 

overdue invoices in some cases. In addition, the difficulties of collecting consumption data because of the 

inaccessibility or the difficulty of locating electromechanical meters leads to the editing of invoices based on estimates, 

which are sometimes contested because they do not conform to reality. It is therefore urgent to set up a computer system 

capable of overcoming the difficulties encountered by using a process based on advanced meters. The new method 

should enable automation of data retrieval, billing and remote modification of metering parameters [32]. The advanced 

metering system must also allow for the emergence of new service offerings [33]. 

The new energy system must centralize consumer data and facilitate steering and active participation in 

optimization and reduction of electricity bills. Customers must be able to tailor vendor offerings at any time according 

to their needs and the technical constraints of the network and the services available. 

This new system must be able to provide all stakeholders with access to data analysis. It must also make it possible 

to carry out remote operations (reading, parameterization, and distant cuts) [34]. 

The implementation of an advanced energy information system will depend on the use of advances in Information 

and Communication Technologies [35]. Thus, we propose to study the implementation of a smart grid information 

system. 

We plan to carry out studies that will help to understand and identify the problems caused by the design of a 

metering system. This research work aims at facilitating the realization of computer systems that will contribute to 

energy efficiency and the reduction of electricity consumption. We want to allow an awareness that breaks with habits 

more and more inadequate to the needs of consumers to embrace the development of tools that respond to realities. The 

information system based on the use of smart meters is one of solutions to Africa's energy problems, mainly through the 

integration of renewable energies and the development of responsible consumption [36]. Current electrical installations 

are not very adapted to new technological challenges that require the inclusion of intelligent hardware and software 

commonly known as the "smart grid" network. In addition, the Africans must design and realize their energy solutions 

as the financial cost for the transition to the smart grid is essential especially on a continent where the concerns of the 

populations are numerous [34]. 

3.3.  Interest of smart meters 

Smart meters aim to modify bad usage behavior and anticipate the management of peak consumption.  

Advanced meters facilitate the integration of renewable energy for electrification. The management of these 
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intermittent energies as solar requires taking into account their particularity. They can display the consumption load 

curve and indicate the anomalies observed in the automatic process of electricity consumption. The smart meters 

therefore make it possible to analyze the consumption of energy delivered by the distributor. In addition, knowing 

consumers' needs makes it possible to adjust distribution and manage demand so as to reduce energy losses and power 

outages. Advanced meters remain one of the best alternatives for the implementation of an efficient electricity market. 

The main contribution of smart meters compared to traditional meters is the possibility for individual consumption 

control and for distribution network managers to plan their investments. Mobile phones, tablets, computers and other 

specialized equipment can serve as remote interfaces for relaying metering information and formatting it as a basis for 

decision-making by users.  

A platform accessible by all stakeholders can centralize customer consumption data, which will guarantee the 

transparency of consumption statements and the strengthening of the relationship of trust. The quality of the data 

collected and its accessibility will facilitate new proposals for offers to customers and boost fair competition in the 

energy supply and sale market. The deployment of advanced meters will result in the possibility of programmed 

shutdown, re-establishment of access, improving the quality of data billing and reduction of technical losses due to the 

elimination of electromechanical meters. 

Indeed, smart meters can be used to study the behaviors and habits of individuals. In addition, the qualifier 

"intelligent" excessively assigned to meters fuels the fear of losing autonomy on a device that will tend to decide for 

users. This intelligence of smart meters can be interpreted as the ability of suppliers to automatically manage customers. 

They can also contribute to the improvement of daily users’ life, especially those requiring flexibility in administrative 

procedures for the management of their electricity contracts. 

4.  Multi-agent System Proposed 

4.1.  Requirements of the multi-agent system 

The sustainable development of advanced electrical metering systems requires convergence and synergy between 

the actors in electricity, electronics, telecommunications and IT. This development is also based on the will of public 

authorities, private companies and consumers. 

The smart meter is a subject that receives a lot of attention and raises many questions. Several projects are already 

under consideration around the world. 

The main objectives identified for the deployment of smart meters in Africa are: 

 

- The fight against fraud and theft of energy; 

- The statement of actual consumption and dispatch of invoices on time; 

- The electrification of urban and rural areas using renewable energy sources, particularly solar. 

 

Africa's solar potential is a source of motivation for the use of smart meters and the development of a system that 

will allow remote management of all advanced meters’ functions. The major challenge, however, lies in the 

implementation of an information system capable of meeting the expected objectives, especially in a context where cost 

reduction is sometimes an important issue. 

It is necessary to evaluate the following elements before a decision of generalization or experimentation: 

 

- Technical feasibility analysis; 

- Cost and benefit analysis; 

- Environmental and social impact. 

 

Smart meters must present an interface whose functions are understandable at a glance. The smart meter must also 

be a responsible means for an essential trend towards good management of electricity consumption. Above all, it must 

contribute to improving and changing household habits. The choice of which smart meter device to deploy must be 

based on the completeness of its functions, intuitiveness and guarantees for other innovations. 

The main costs to consider are awareness, investment, depreciation, operation, communication and operational 

process. 

Once the opportunity has been proven, the decision to deploy smart metering systems must be taken jointly with all 

the actors (regulatory authority, consumers, network managers, suppliers). 

The installation of smart meters is not a prerequisite for the deployment of a smart grid. 

The main and common requirements identified for the deployment of smart metering systems are: 

 

- Offers of less expensive tariff formulas based on an exact statement of consumption; 

- Development of a communicating distribution network; 

- Access to consumption data by customers, suppliers, distributors and electricity consumers; 
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- Reduction of fraud and unauthorized access to control smart meters; 

- Standardization of smart meters' interfaces and communication with equipment based on open standards. 

 

The specific requirements of our multi-agent system concern the continuity of data collection from all sources of 

electricity consumption and the possibility for the system to resume collection correctly in the event of a breakdown. 

Likewise, the requirements of our multi-agent system are intrinsically linked to those of the monitoring and integrity of 

the electricity supply. Protecting the exchange of information between smart meters and the central data storage 

environment is also one of the main security requirements for ensuring data integrity [37]. 

4.2.  General presentation of the multi-agent system 

In the system, agents are smart meters, smart sensors and the central system that interact with each other through 

the transmission of measurement data. The model of the multi-agent system is defined as follows: 

The smart meter agents collect the measurement data thanks to the smart sensor agents and transmit this 

consumption data to the environment. Smart meter agents do not cooperate directly with each other and each have a 

unique identity in the environment; 

The environment is made up of the central system to which all the smart meter agents transmit their measurement 

data for processing. 

The measurement data collected by each smart meter agent is ordered to facilitate its processing and to produce 

understandable and visible results on the environment. These results provide an understanding of the agent’s behavior 

and its impact on the environment and within the organization. The large number of smart meter agents in the 

organization and the large amount of data produced by each agent militates in the implementation of an automated 

processing of collection and scheduling of the measurement data. 

The environment of the multi-agent system receives measurement objects. These objects then evolve while 

remaining attached to their source of origin "smart meter". All the changes made to measurement objects in the 

environment are intended to facilitate their processing. The processing approached consists in the collection of 

measurement data by the agent, in the transfer and in the scheduling of this measurement data within the central system. 

The agents of the system are reactive by responding to requests from the environment for the transfer of measurement 

data. It is also possible to transfer part of the environmental processing within the smart meter agent, which would make 

it smart by enabling it to acquire autonomy, proactivity and adaptability. However, we opted for a centralization of data 

in order to create an inclusive environment, which would provide each smart meter agent with sufficient intelligence 

based on collective intelligence. This intelligence could also be shared and analyzed to extract new information. The 

agents of the conceptual model are reactive, non-proactive and non-social. 

Our multi-agent system must be autonomous and reactive. The agents and the environment must interact 

independently of any outside intervention. The agents must also perceive any change in the environment and react in a 

timely manner to these changes [38]. 

4.3.  Different agents of the system 

To highlight the different components of the smart grid, we chose to expand it into a multi-agent system. This 

approach will allow us to present the various agents and their interactions as well as sensors, smart meters, central 

system and other active components of the environment of the smart grid. This modeling will take advantage of all the 

advantages of a multi-agent system including: 

 

- Modularity thanks to information sharing between agents ; 

- Reliability thanks to redundancy ; 

- The speed of execution thanks to the parallelism of execution of the tasks performed by the different agents ; 

- The ease of maintenance when adding a new component within the smart grid. 

 

The different agents of the system are as follows: 
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Table 1. List of the agents in the system 

Agent name Tasks 

Sensor Agent (SA) Sensor Management 

Smart Meter Agent (SMA) Data receiving and transmission 

Central System Electricity Management 
Agent (CSEMA) 

Central System Data Processing Under Agent (CSDPA) 

Central System Data Analysis Under Agent (CSDAA) 

Central System Data Exchange Under Agent (CSDEA) 

Central System Data Lookup Under Agent (CSDLA) 

Electricity Customer Agent (ECA) Electricity supply management and electricity consumption consulting 

Electricity Distributor Agent (EDA) Electricity Distribution Management Under Agent (EDMA) 

Electricity Transmission Networks 

Manager Agent (ETNMA) 
Electricity Transmission Management Under Agent (ETMA) 

Electricity Producer Agent (EPA) Production Management Under Agent (PMA) 

4.4.  Representation of the multi-agent system of the electricity value chain 

This presentation highlights the flow of exchanges between the different agents of the system [39, 40]. The 

exchanges mainly take place around the central electricity management system, which implements the different 

treatments thanks to its sub-agents. The intelligent sensor agent that interacts directly with Smart Metering Agents is the 

only agent in the environment that does not interact directly with the central system. In addition, other agents in the 

system environment communicate either directly or through the central system. 

Figure 1 highlights the simple agents, the composite agents and presents the links between all these agents. The 

design of a modular system composed of autonomous and intelligent software entities interacting with each other makes 

it possible to take advantages of a multi-agent system (reliability, speed, parallelism, scalability). Agents are the set of 

system tasks involved in managing electricity data from smart meters. Below is the list of agents involved in the multi-

agent system. 

Table 2. Designation of agent tasks in the multi-agent system 

Designation of agent Tasks 

Sensor Agent (SA) 

 Activating the sensor; 

 Disabling the sensor; 

 Transmitting sensor data to 
smart meter. 

Smart Meter Agent (SMA) 
 Receipt of smart meter data ; 
 Data exchange with the smart 

meter. 

Central System Agent for Electricity 

Management (CSEMA) 

 Data processing of the central 
system; 

 Central System Data Analysis; 

 Data exchange with the central 
system; 

 Central system data 
consultation. 

Electricity Customer Agent (ECA) 

 Management of the customer's 

power supply; 
 Consultation of the state of 

electricity consumption; 

 Exchange of data with the 
customer. 

Electricity Distributor Agent (EDA) 

 Management of electricity 

distribution; 
 Data exchange with the 

electricity distributor. 

Electricity Transmission Networks 

Manager Agent (ETNMA) 

 Electricity transmission 
management; 

 Data exchange with the 
electricity transmitter. 

Electricity Producer Agent (EPA) 

 Management of electricity 

production; 
 Data exchange with the 

electricity producer. 
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Fig.1. Multi-agent system of the electricity value chain 

4.5.  Multi-agent architecture by detail 

This architecture highlights all the agents of the multi-agent system. It makes it possible to distinguish the agents in 

contact with the external environment without however being precise on the other agents of the system. It also has the 

merit of giving an overview of all interactions between agents [41]. 

With regard to Figure 2, it provides an exploded view of all the agents, which interact in communication with other 

actors in the electricity value chain. 

This section highlights the visibility of interactions between the agents of the system and its environment. It shows 

the sharing of information (consultation and insertion) between all actors in the electricity value chain. Below is the 

description of the interactions: 

 

- Consumers through the different types of electricity use (lighting, air conditioning, electrical outlets) act on 

sensors, which assess the electricity consumption generated and transmit the consumption data to the smart 

meter to which the sensors are associates. Consumers are therefore users responsible of the electricity 

consumption recorded by smart meters; 

- Customers can consult the evolution of electricity consumption from their smart meters at any time. They then 

have the opportunity to understand the points of reduction of their consumption; 

- Operators in charge of data collection interactively access data stored in smart meters. They can also make new 

settings or provide remote assistance in the event of a malfunction; 

- Distributors, suppliers and transmission network operators manually enter data or integrate this data into the 

central system from an import file or automatically.  

- The data consulted can be obtained in the form of an output report which is a file containing all the information 

relating to the requests applied to the central system; 

- All the entities can communicate with each other through the central agent of the system allowing consultation 

and insertion of data into the multi-agent system; 

- All actors in the electricity value chain have access only to data for which access rights have been granted to 

them. 
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Fig.2. Detailed multi-agent architecture 

4.6.  Multi-agent architecture per layer 

This architecture highlights the different layers of the proposed multi-agent system: 

 

- HMI layer: it closes all the agents allowing interaction with the system. The agents in this layer allow you to 

interact with the system according to the user's profile. Indeed, access to data is inherent to the type of user. 

Among the various users of the system, we can cite the producer, the transmission network operator, the 

distributor, the consumers, the operators in charge of managing data collection and the customers. Each type of 

user corresponds to a category of accessible data in order to guarantee the proper functioning of the system. 

The purpose of this system is to participate in the proper regulation of the electrical energy sector ; 

- Business layer: it brings together the agents in charge of data processing. Each actor in the electricity value 

chain has a specific agent responsible for processing the data. It is this layer which is responsible for 

structuring data into business objects or for maintaining them in the form of raw data; 

- Semantic layer: it constitutes the framework for data analysis thanks to specific treatments applied to data 

often through scheduled tasks ; 

- Physical layer: it constitutes the data warehouse and contains three types of data, which are raw data, 

structured data and analysis data. 
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Fig.3. Multi-agent architecture per layer 

4.7.  Multi-agent interaction cycle 

The multi-agent system comprises four main stages, which are data collection, receipt of requests, processing of 

requests and data storage: 

 

- Collection is characterized by the transmission over the water of data from smart meters ; 

- Receiving requests represents the handling of requests from different users of the system in order to obtain a 

result ; 

- Processing of requests symbolizes the operations carried out by the system producing the result corresponding 

to a user request ; 

- Data storage corresponds to the recording of raw, structured or analytical data making it possible to respond to 

all user requests. 

 

The links and operations that take place between the different stages of the multi-agent system include: 

 

- Data injection into the database ; 

- Replacement of the erroneous data identified by their correction either by the retransmission of these data, or 

during their processing ; 

- Orientation of requests; 

- Reporting of the results ; 

- Data warehouse communications and queries. 



28 Multi-agent System for Management of Data from Electrical Smart Meters  

Copyright © 2021 MECS                                            I.J. Information Technology and Computer Science, 2021, 1, 18-43 

 
Fig.4. Functional process of agent interaction 

5.  Detailed Presentation of Agents 

5.1.  Sensors Agent (SA) 

The sensors evaluate the electricity consumption for each point of electricity consumption and transmit the 

consumption value to the smart meter to which they are attached at specific times. The consumption value transmitted is 

then calculated between the last moment of transmission and the new instant. 

Since measurement data is ordered at the source, it can be stored in the customer database in an orderly fashion. 

The advantage of scheduling data from the customer database as early as the insertion phase in the central database lies 

in the facilitation of the processing operations of this gigantic data warehouse [42]. 

This situation implies that the sensor associated with each measuring point sequentially go back up the 

measurement data [43, 44]. 

The data collection mechanism, therefore, operates efficiently to the insertion of the measurement data in the 

central database. The main point of attention, therefore, lies in the implementation of a mechanism for recording data in 

the order of their dates within the smart meters [45]. 

We have identified two scenarios regarding smart meter data scheduling that can be sequential or not. Each 

situation has two cases (ordered or not). Let us highlight the process of recording the data of two measuring points P1 

and P2 in the customer database. 

Measurement data arriving sequentially and one at a time 

 

 

Fig.5. Representation of a sequential and non-simultaneous sequencing of data from two measuring points 
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Observations 1: 

 

- The data of the different measuring points arrive one after the other; 

- A single measuring point transmits data at a given moment (at times T7 and T14, only the point P2 transmits 

data). 

Measurement data arriving sequentially and several at a time 

 

 

Fig.6. Representation of a sequential and simultaneous sequencing of the data of two measuring points 

Observations 2: 

 

- The data of the different measuring points arrive one after the other; 

- Several measuring points transmit data at the same time (at times T4 and T12, points P1 and P2 transmit data). 

Measurement data arriving unordered and one at a time 

 

 
 

 

Fig.7. Representation of non-sequential and non-simultaneous scheduling of data from two measuring points 
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Observations 3: 

 

- The data collection mechanism recovers unordered data from smart meters [46]; 

- The measurement data of the point P1 do not arrive in the order at the instants (T2, T3, T4, T5), likewise for 

the point P2 at the instant T11; 

- Only one measurement data is recorded at a given time. 

Measurement data arriving unordered and several at a time 

 

 

Fig.8. Representation of non-sequential and simultaneous scheduling of data from two measuring points 

Observations 4: 
 

- Measurement data is saved in the customer system late or in real time; 

- The measurement data of P1 and P2 overlap (at times T2, T3, T11, T12) but without necessarily concerning 

the same moments; 

General observations of measurement data 

The analysis of the arrival of the measurement data within the smart meter makes it possible to observe the 

following facts: 

 

- The data collection mechanism can recover unordered data from smart meters; 

- The data of different measuring points can arrive at the same time in the customer database regardless of their 

actual dates; 

- No loss of data is acceptable.  

- The common point to all data recorded in the smart meter at any time (Ti) is the arrival date (Ta). 

 

How then to order such a large number of measurement data while optimizing the performance of the data 

collection mechanism? 

This operation implies that the sensors (measuring points) associated with each smart meter back the measurement 

data in real time or late without loss of measurement data being tolerated [47]. 

General observation: a careful analysis of the different presentations (scenarios and cases) shows that the common 

point to all measurement data arriving within the smart meter is the arrival date. This observation is all the more 

accurate than the measurement data from the sensors are ordered or not. 

It is therefore sufficient to stamp all measurement data arriving at the smart meter by their arrival dates to be able 

to recover all of these data in an orderly manner and without loss of information. 

5.2.  Smart meters Agent (SMA) 

They are the basis of the research work. Their contributions are a real asset to the computerization of the electric 

power sector. Smart meters can be placed at all levels of exchange between the main actors in the electricity value chain. 

They are the ones that facilitate the collection and processing of exchanged data. The exchange of measurement data 

involves putting then in transfer formats. As for the reception of the data of the smart meters, it concerns their collection 

from the sensors and their recording within the smart meter. 

The measurement data may be collected without loss of information to reproduce an accurate bill of customer 
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consumption and to provide each customer with a set of services based on collected electricity consumption data [48]. 

The sensors data collection mechanism transfers the available data to the meters at any time. This data recovery 

must be secure and can be done either: 

 

- real-time (direct recording of data within the smart meter); 

- offline (recording of data is done whenever possible within the smart meter). 

Collecting sensor data to the smart meter database 

For the collection of data within the smart meter, it is sufficient to add a parameter "ARRIVAL_DATE" to the 

"MEASURE" table of the customer database to facilitate the scheduling and collection of measurement data from the 

sensors.  

The "MEASURE" table is the representation in the customer database of all types of measurement coming from 

the sensors. The new parameter "ARRIVAL_DATE" will allow the scheduling of all the measurement data regardless 

of whether the data from the sensors connected to the smart meters are transmitted sequentially or not to the smart meter. 

The data collection mechanism of the smart meter will, herefore, insert the measurement data in the customer database 

with the information "ARRIVAL_DATE". Thus, all the measurement data arriving at the same time at the smart meter 

level are inserted into the customer database with the same arrival date. We, therefore, define the measurement data 

table as follows:  

Table 3. Representation of a measuring point 

MEASURE 

Feature Format Description 

ID_POINT Integer 
Unique identifier of the type of 

measure 

MEASURE_ TYPE String Type of measure 

TIMESTAMP 
AAAA-MM-

JJThh:mm:ss+hh:mm 

Specifies the date and time of 

the measurement 

VALUE Integer Value of the measure 

ARRIVAL_ DATE 
AAAA-MM-

JJThh:mm:ss+hh:mm 

Specifies the date and time of 
receipt of the measurement at 

the smart meter 

 

There is no synchronization constraint between the smart meter system and the sensor systems [49]. This situation 

prevents the meter from malfunctioning in the event of a sensor failure and allows the smart meter to warn of a sensor’s 

failure in the case of an unusually long period of non-receipt of this sensor’s data. 

5.3.  Central System Electricity Management Agent (CSEMA) 

The central system plays the role of regulation at the level of all the actors of electricity value chain for each 

country. The processing, analysis, and sending of data involves scaling them to annual, monthly, daily and hourly 

dimensions. It must be placed at the level of an independent authority in charge of the regulation of the energy sector. It 

is not the role of the regulator to calculate penalties arising from the application of contracts between the various actors 

in the electricity value chain. The regulator can be seized in the event of litigation for the control of data subject to 

litigation and for this reason; the data exchanges must include both the sending of raw data and aggregated data to the 

central system. 

Basic mechanism for collecting measurement data in the central system 

The central system must guarantee high performance. We advocate the creation of an archive database that can be 

either: 

 

- A replication of the entire central database on another system for production of other additional data such as 

aggregation data and analysis data; 

- A replication of the primary database and other generated data (aggregations, analyzes, etc.) on another system. 

 

The customer database can be placed at the smart meter level in the data collection process, and the central 

database can be set at the Advanced Meter Management (AMM) level. 

Collecting data from smart meters databases to the central database 

The mechanism of data collection to the central database will remount all the measurement data stored at the smart 

meter according to the parameter "ARRIVAL_DATE". 

The central database can be seen as one or more relocated databases with other actors in the electricity value chain 

(suppliers, customers, etc.). Each actor constitutes its central database according to its rights of access to data of the 
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customer databases.  

The mechanism for collecting data to the central database, therefore, consists of feeding a set of databases from 

data of customers’ databases. In some cases, it will be necessary to transfer raw data from the central database to other 

databases for the production of analysis data according to the domains concerned, and in other cases, the transfer will be 

limited only to the aggregated or analyzed data generated from the central database. 

Constraint: measurement data of customer databases can have identical identifiers. It is, therefore, necessary to 

differentiate these data through a unique identifier. 

 
MESURING 

POINT 
ID_POINT MEASURE_TYPE TIMESTAMP VALUE 

P1 1000111 INDEX 
2018-01-30 

01:00:00+02:00 
3 

P2 1589111 INDEX 
2018-01-31 

01:00:00+07:00 
12 

P3 1428111 INDEX 
2018-02-01 

01:00:00+03:00 
2 

P4 1000111 INDEX 
2018-02-02 

01:00:00+09:00 
9 

Fig.9. Example of different measuring points with the same identifier 

In the table above, all rows represent data from separate measuring points. We note, however, that the measuring 

points P1 and P4 have identical identifiers. These situations should be avoided by adding a parameter, we call 

"ID_SOURCE", to uniquely identify the measuring points of each source. 

We assume in the design that the identification number of each smart meter "REF_SMART_METER" is unique. 

However, a customer can have several smart meters, the reference of the customer "REF_CUSTOMER" is not enough 

because it can be associated with several smart meters. Therefore, we will define the "ID_SOURCE" as a combination 

of information including the smart meter number and the reference for each customer. The "ID_SOURCE" will be the 

unique element for the identification of different measuring points of all data sources. 

It is also possible to add a new table "OCCUPANT" in the database model to take into account the occupant 

information in each zone or group of zones. This information will help manage housing taxes, TV royalties, and other 

taxes. These are examples of possible applications with a data warehouse that can cover a large part of the population of 

all localities in a country. 

In the customer database, we will add the parameters "REF_CUSTOMER" and "REF_SMART_METER" but the 

table "SOURCE" which data structure is defined as follows will be created only in the central database: 

Table 4. First representation of a source 

SOURCE 

Feature Format Description 

ID_SOURCE Integer 

The unique identifier of the source representing the 

combination of smart meter number and customer 
reference. 

REF_CUSTOMER String 
Unique reference allowing the identification of the 

customer regardless of the number of his smart meter 

REF_SMART_METER String Unique reference to identify the meter. 

 

We also modify the “MEASURE” table of the central database by adding the parameter “ID_SOURCE” and other 

parameters like the unit “UNIT” and the step of time “TIME_STEP”: 

Table 5. Improved representation of a measuring point 

MESURE 

Feature Format Description 

ID_SOURCE Integer Unique identifier of the source. 

ID_POINT Integer Unique identifier of the measure. 

MEASURE_ TYPE String Type of measure 

TIMESTAMP AAAA-MM-JJThh:mm:ss+hh:mm Specifies the date and time of the measurement. 

VALUE Integer Value of the measure. 

ARRIVAL_ DATE AAAA-MM-JJThh:mm:ss+hh:mm 
Specifies the date and time of receipt of the 

measurement at the smart meter. 

UNIT String 
Indicates the unit of measurement for load curves 

and daily indexes: ‘Wh’ value (Watt / hour) and for 

maximum powers: ‘W’ (Watt). 

TIME_STEP AAAA-MM-JJThh:mm:ss+hh:mm 
Specifies the length of time between two successive 

arrivals of measurement data. 
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The data collection mechanism must be set up so that only data of the sources previously set in the central database 

can be collected. This condition makes it possible to exclude the collection of data from customers not yet configured in 

the central system. 

The key "ID_SOURCE" constituted by the pair (REF_CUSTOMER, REF_SMART_METER) makes it possible to 

distinguish all the measurement data coming from the different smart meters. 

The transfer of data from one information system to another is conditioned by the general regulations on the 

protection of personal data. Indeed, any transfer of data from a customer database to the central database must be done 

in compliance with the general regulation on the protection of personal data applicable to each country. This regulation 

is in several states continually evolving to take into account the many technological changes especially those relating to 

Big Data handling personal data. 

The central database is similar to the customer database in the limit of the information shared by these two 

databases. The mechanism of data collection to the central database needs to know at every moment the date of last data 

collected from the smart meter "LAST_COLLECTION_DATE" which corresponds to the last time for which data were 

transferred in the central database.  

The table "SOURCE" evolves in the central database to take into account the parameter 

"LAST_COLLECTION_DATE". In the case, where we have multiple sources of data collection (buildings and 

neighborhoods), the last date of data collection for each source should be defined. The collection of data from a source 

supposes the sorting of its measurement data in order of arrival dates "ARRIVAL_DATE" at level of the smart meter. 

The last collection date "LAST_COLLECTION_DATE" corresponds to the arrival date of last collected data. The data 

collection is therefore based on the order of arrival dates of the measurement data for each source. 

So, we add to each source, the last data collection dates "LAST_COLLECTION_DATE": 

Table 6. Improved representation of a source 

SOURCE 

Feature Format Description 

ID_SOURCE Integer 
The unique identifier of the source representing the 
combination of smart meter number and customer 

reference 

REF_CUSTOMER String 
Unique reference allowing the identification of the 

customer regardless of the number of his smart meter 

REF_SMART_ 

METER 
String Unique reference to identify the meter 

LAST_ 

COLLECTION_ 

DATE 

AAAA-MM-JJThh:mm: 
ss+hh:mm 

Last date of data collection 

Scheduling of data collection from smart meters to the central system 

The data collection must be able to retrieve all customers’ information including detecting changes (data transfer 

system failure, smart meter failure) that have occurred since the last data transfer [50]. 

Securing the transfer of these data using data encryption is necessary. 

There is also the need to transfer data between the customer and central systems at any time without loss of 

information and even in case of failure recovery [51]. For better efficiency of data transfer, the central system must 

know the last moment of data collection to continue the retrieval of information not yet recorded in the central database. 

Since the meter is gradually recording the measurement data, there is no problem in scheduling the measurement data. 

The recovered data must sort the information available in the customers’ database in ascending order of arrival 

dates of measurement data. In addition, only the central system knows when the last measurement from each smart 

meter was recorded. For this, the central system must have a date-type parameter that we call 

"LAST_COLLECTION_DATE", which in each case corresponds to the date of last measurement data stored in the 

central system for a given customer.  

The insertion of each measurement data and the update of the last transfer date must be done in a transaction. The 

customer system must also expose a Web Service, which may be accessible by the central system for the retrieval of 

measurement data. 

The central system must have a list of measuring points "LIST_MESURING_POINTS". This list must correspond 

to the list of points available in the customer system. 
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Table 7. Last representation of a source 

SOURCE 

Feature Format Description 

ID_SOURCE Integer 

The unique identifier of the source representing the 

combination of smart meter number and customer 
reference. 

REF_CUSTOMER String 
Unique reference allowing the identification of the 

customer regardless of the number of his smart meter 

REF_SMART_ 

METER 
String Unique reference to identify the meter. 

LAST_ 
COLLECTION_ 

DATE 

AAAA-MM-JJThh:mm: 

ss+hh:mm 
Last date of data collection 

LIST_ 

MESURING_ 

POINTS 

String [1... N] List of measuring points 

 

The smart meter and the data collection system must ensure data security and fraud avoidance. For example, an 

order number indicating the change of the list of points is a safety measure. In the case of fraud, the fraudster is no 

longer able to find the value to establish trust and ensure the integrity of the communication between the customer 

system and the central system. 

 

 
Fig.10. Schema for transferring measurement data from a customer system to the central system 

Prerequisite: We consider that it is the central system only that initiates the connection to the customer system for 

the retrieval of measurement data. 

Step 1: The central system calls a Web Service exposed by the customer system by sending it the order number 

and the last data collection date. It then appears that this smart meter must implement a process, which allows the 

central system to retrieve the measurement data for powering the primary database [48]. 

Step 2: It corresponds to the processing performed by the smart meter to transmit all measurement data to the 

central system. The smart meter must always keep in memory the last order number exchanged with the central system 

as well as the new order number in case of modification of the list of measuring points of the customer database. The 

first order number must be manually set at the smart meter to enable communication with the central system. 

Step 3: Any change in the list of measuring points must be indicated to the central system. The customer system 

must, at each delivery of measurement data, compare its list of measuring points to that of the primary system. The 

comparison of the two records can be tedious especially when the measuring points are numerous. We then choose to 

define an order number which indicates any modification of the list of measuring points. When this variable is different 

in both systems, this means that the customer system must transmit to the central system the new order number and the 
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list of measuring points in addition to the measurement data. In this case, the central system proceeds in a transaction to 

the updates of the order number and the old list of measuring points by the new one. However, when the order number 

has not changed, only the measurement data is transmitted to the central system. 

Step 4: It corresponds to the processing performed by the central system for the integration of measurement data 

from all smart meters in the central database. 

5.4.  Electricity Customer Agent (ECA) 

It plays the interface between the customer and the electricity distributor. It allows the end consumer to buy or sell 

electricity from a distributor. Electricity distributors can buy electricity from customers who produce it through their 

electricity generation facilities. 

A customer cannot sell electricity directly to another customer. Only electricity distributors are qualified to carry 

out purchase and sale of electricity. A producer customer differs from a traditional customer in that he produces and 

sells electricity. The electricity data product by producing customers are transmitted to the electricity distributors, who 

then take care of the necessary compensations when drawing up the electricity bills of the customers. A customer can 

regulate his electricity production by stopping or starting his production of electricity as needed. 

5.5.  Electricity Distributor Agent (EDA) 

This agent ensures the delivery of electricity to the customer or the withdrawal of the electricity produced by a 

customer for its provision on the distribution network. 

Electricity distributors purchase electricity from power transmission operators and sale it to conventional 

customers. However, they can buy electricity directly from customers that produce electricity without going through 

electricity transmission operators. The purchase of electricity from customers is compensated between electricity 

consumed by the customer and that sold to the distributor. A distributor cannot buy electricity from another distributor. 

All of the distributor's business activities, including delivery, analysis of the distribution market and monitoring of 

distribution network installations are part of the management of electricity distribution. 

5.6.  Electricity Transmission Networks Manager Agent (ETNMA) 

It enables communication between electricity distributors and transmission system operators in order to facilitate 

the transport of electricity to distribution points marking the separation between the transmission networks and the 

distribution networks. 

Transmission System Operators (TSOs) are responsible for the purchase of electricity from producers and the sale 

of electricity to distributors. They are in charge of monitoring electricity transmission networks, detecting faults, 

detecting theft of electricity and balancing electricity transmission networks. The TSO also has the mission to analyze at 

any time the needs of distributors and producers to ensure the balancing of the electricity transmission network by 

ordering shutdowns and start-ups of electricity production at level of producers of electricity. All functional activities of 

the Transmission System Operator, including electricity delivery, transmission market analysis, and monitoring of 

transmission system facilities, are part of the management of a transmission. 

5.7.  Electricity Producer Agent (EPA) 

It is in charge of exchanges between electricity producers and transporters, in particular the purchase of the 

electricity produced and its transport. 

Large electricity producers sell electricity produced to transmission system operators. Small producers (customers 

that produce electricity) sell their electricity directly to electricity distributors. Transmission system operators are, 

however, responsible for monitoring the electricity production facilities of electricity producers. Electricity distributors 

as well as network operators may be responsible for monitoring the installations of producer customers. 

6.  Interactions between the Systems of the Smart Grid 

6.1. Multi-agent smart grid based on exchanges within information systems 

In this model, exchanges with the central system are done through the information systems of the actors in the 

electricity value chain. This smart grid has the advantage of clarifying the exchanges at all levels of communication 

between the actors [52]. It also allows specific exchanges to the needs of each actor [36]. Its main disadvantage lies in 

the multiplicity of exchanges, which allow, however, to multiply the levels of verification and analysis of data. 

 

 



36 Multi-agent System for Management of Data from Electrical Smart Meters  

Copyright © 2021 MECS                                            I.J. Information Technology and Computer Science, 2021, 1, 18-43 

 
Fig.11. Exchange circuit based on exchanges with information systems 

6.2.  Multi-agent smart grid based on exchanges with smart meters 

This model is based on the exchange features offered by smart meters [53]. In this model, all the exchanges 

between the central system and actors of the electricity value chain are done through smart meters. The intelligence of 

the metering system rests on that of smart meters. This system has the advantage of facilitating the consensus on access 

to data, the standardization of data exchanged between all actors and the implementation of functionalities relating to 

the needs of each actor. Its disadvantage lies in the provision of a large amount of processing power and data storage at 

the level of smart meters. 

6.3.  Multi-agent smart grid based on mixed exchanges with the central system 

In this model, exchanges of information are possible between the actors and the central system on one hand and 

between the actors and the smart meters on the other hand. It has the advantage of allowing the implementation of other 

exchanges of data or specific functionalities [54]. This system can also be based on conventional data exchange 

standards or continue to use existing exchanges. It is a hybrid model to exploit the advantages of the two previous 

models but also to inherit their disadvantages.  
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Fig.12. Exchange circuit based on exchanges with smart meters 

 

Fig.13. Mixed circuit of exchanges between the central system and the actors of the value chain of electricity 

 

 



38 Multi-agent System for Management of Data from Electrical Smart Meters  

Copyright © 2021 MECS                                            I.J. Information Technology and Computer Science, 2021, 1, 18-43 

7.  Central System Architecture 

7.1.  Central system Functional architecture 

All actors in the electricity value chain can have a technical architecture seems to that of the central system. 

Besides, the technologies of different interlocutors must be interoperable. The implementation of data exchange formats 

would facilitate the sharing of information and the implementation of computer processing for each stakeholder. 

 

 

Fig.14. Functional architecture of the central multi-agent system and interactions with other actors in the electricity value chain 

7.2.  Central system application architecture 

This architecture highlights the separation of the data access layer and the data exposure layer. This choice aims to 

standardize the presentation of data to all customers but also to allow each customer to implement agent specific to its 

business operations. The choice of application technologies is part of a concern to facilitate the interoperability of the 

exchanges independently of the characteristics of the IT infrastructures of the customers. 
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Fig.15. Presentation of the application architecture for the central system 

8.  Tests and Performance Measurement of the Proposed Multi-Agent System 

The proposed system has not yet been tested. Indeed, the implementation of these tests depends at a minimum on 

the choice of a smart meter model, a smart sensor model and the data collection platform. The choice of the smart meter 

model and the lack of consumption data were the major obstacle to the implementation of tests. The most remarkable 

finding is that most countries have designed their own smart meter models based on their specific needs. Therefore, 

technical and functional needs must prevail in the design and in the choice of a smart meter. There are African 

institutions in charge of electricity management issues capable of leading this work and defining the orientations to be 

taken at regional and sub-regional levels. We unfortunately meet in Africa the lack of information on future strategies 

related to the choice of smart meters intended for automatic measurement of electricity consumption. 

Several important characteristics should be taken into consideration: 

 

- A reasonable price in relation to the context of its deployment; 

- Ease of configuration and maintenance of the smart meter; 

- Ease of wiring and management of the technical installation; 

- Remote control of inputs and outputs; 

- Battery-free operation with nevertheless an internal clock for synchronizing the transmission of consumption 

data to the data collection platform; 

- An alert mechanism in the event of unauthorized opening or change of meter parameters; 

- A cut-off switch integrated into the meter to prevent any modification to the electrical panel; 

- A device based only on standardized components easily available on the market. 

 

The absence of tests does not, however, prevent us from providing some elements that may guide on the 

performance of the proposed multi-agent system. It is indeed possible to identify a few points that play in favor of the 

performance of the proposed system. There are methods of data collection, transfer and sequencing that help to make 

data available and ready for use in the central data storage system. In addition, the calculations likely to degrade the 

performance of the system were limited thanks to the conceptual approaches used. Below is a list of elements that 

promote the good performance of our multi-agent system: 

 

- Data collection requires the central system to know the different measurement points associated with each 

smart meter. The update of the list of measuring points occurs only when changes have been made to this list; 

- Data scheduling at both smart meter level and central system level avoids any application of data scheduling 
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algorithms by saving a significant cost of processing time that would have resulted in degradation of system 

performance. Indeed, the application of scheduling algorithms to such large data will certainly have the impact 

of reducing the performance of the system. 

- The transfer of data from the smart meters to the central system is done without any need for scheduling the 

data retrieved within the smart meters. In fact, the ordering of data within the central system is carried out at 

the very moment of the integration of this data into the central system. The transfer only involves saving the 

last collection date throughout the data collection process of each smart meter; 

- The multi-agent system paradigm used for the design of the proposed system also has the advantages of 

modularity, reliability, speed of simultaneous processing of tasks and ease of maintenance. 

9.  Conclusion 

This work highlights an efficient management of private data from smart meters by scheduling them in the order of 

their arrival dates. In addition, the collection of these data to a central processing system must be reliable. The reliability 

of data collection within the primary system relies in part on pre-processing measurement data at the smart meter level. 

We found some articles on scheduling and data collection in smart metering systems. We present through this 

work another approach to scheduling and collecting data from intelligent metering systems. This work also highlights 

the link between scheduling and smart metering data collection from sensors to the central system. This work shows the 

importance of facilitating the collection of data from metering systems through the scheduling of data. 

The significant contribution of this work is the facilitation of the scheduling of different measurement data 

irrespective of the order of their arrivals both at the smart meter level and at the central system level. 

Data collection mechanism will help to: 

 

- Quickly identify breakdowns on the electricity network by setting up automated systems ; 

- Detect fraud or attempted fraud ; 

- Create a data analysis center for energy savings and predictive analysis ; 

- Transfer data to the concerned actors; 

- Set up analysis and visualization tools on data from smart meters ; 

- Facilitate the balancing of consumption and production according to demands, constraints of production and 

supply of electricity. 

 

It is certain that real-time access to electricity data will encourage the development of new opportunities for the 

smart meters (data crossover and new energy services). The development of services downstream of smart meters will 

stimulate competition in the electricity markets. The consumer will be able to choose the price offer that corresponds to 

his lifestyle and will be able to analyze the elements that may contribute to the reduction of the cost of his electricity bill. 

These advances will be greater with the liberalization of the electricity supply markets. 

Smart grids will thus allow the implementation of pricing models including new offers that will promote the price 

elasticity expected by consumers. 

Throughout this work, we have sought to simplify the management of data from intelligent electrical systems by 

justifying the use of the arrival date of measurement data in the central storage system. This choice constitutes an 

optimization of data processing both at the level of smart meters and at the level of the data centralization system, in 

particular because of the large volume of this data. We also design a multi-agent system for electricity data management. 

The objectives are achieved by collecting, scheduling and centralizing data from intelligent electrical systems upstream 

of data analysis. 

This work is intended as a clear desire to clarify the various issues in the design and implementation of an 

electricity management system. This approach also aims to create a favorable framework for the provision of a data 

warehouse ready for the application of numerous models of forecasting and analysis. We also plan to continue this work 

with other studies such as the proposal of a database model, aggregation methods and data analysis. The objectives of 

all this work are to pursue progressively the design of the proposed multi-agent system. 
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